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An User Authentication Gateway System With Simple User
Interface, Low Administration Cost And Wide Applicability
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To support educational and research activities, a lot of “terminals for public use,” “network
sockets” and “wireless LAN” are implemented in the whole area of the campus. We have
developed a gateway system named “Opengate” to authenticate and record users in such an
open network environment. When an user accesses from a terminal in closed state to any web
site through the gateway system, the system returns the page for authentication. To authen-
ticate the user, POP and FTP servers are applicable. After the authentication, the system
sends Java Applet to the terminal and watchs the usage. The setup procedure is needed only
for gateway system. Without any setup of each terminal, the system controls wide variety of
terminals, from web specific terminals for public use to personal PCs connected to network
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socket or wireless LAN. The system has been working for 9 months in our campus.
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Fig. 1 The hardware configuration.
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Fig. 2 The software configuration.
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Fig. 3 The interface for user authentication.
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Fig. 4 The windows displayed to an authenticated user.
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Mar 7 11:51:53 adam opengate.cgi[327]: OPEN: user wata from 192.168.0.2 at 0:0:f8:1a:68:6b
Mar 7 11:53:14 adam opengate.cgi[332]: CLOS: user wata from 192.168.0.2 at 0:0:f8:1a:68:6b ( 00:01:21 )
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Fig. 6 Examples of the records in log file.
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Fig. 5 Work flow of the system.
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default:tc=cc

cc:address=server.cc.saga-u.ac.jp:protocol=ftp:

is:address=server.is.saga-u.ac.jp:protocol=pop3:

07 DO00ODOOODOO
Fig. 7 An example of the configuration file.
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Fig. 8 Histogram of connection time.
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