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Abstract—Opengate is an access control system of the captive
portal type for mobile LAN users. Opengate has beneﬁts such
as simple user interface, easy administration and so on. It
supports IPv6 and Shibboleth single-sign-on authentication.
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2. Outline of Opengate
The Opengate is a system to authenticate network users
and to record the usage log. Figure 1 shows an example

Opengate	
Authentication Server	
Authentication
Server

WiFi LAN	

Logging
Server	
 Log

Wireless LAN

Server
Open Terminal

The Internet	

Network Socket	

Intranet/
Internet

Gateway

Network Socket

Figure 1.
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Block diagram of software.

the watch process detects it immediately. Then the watch
process removes the inserted firewall rules.
By modifying the firewall rules, the Opengate can execute various access controls. The users of other service than
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The user authentication can be performed with authentication servers. Various protocols are supported for authentication, such as POP3, POP3S, RADIUS, LDAP, LDAPS
and PAM. The usage log is recorded by using the SYSLOG
function.
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II. O PENGATE
Opengate is a captive portal type access control system
for mobile LAN.
Opengate is conﬁgured as a gateway of a LAN for terminals (Figure 1). Authentication is provided by an external
server, which uses one of FTP, POP3, Radius, and LDAP
protocols. Operation logs can be sent to an external syslog
server.
The block diagram of the software is shown in Figure
2. Opengate consists of four components: local Web server,
Opengate CGI, watch process and ﬁrewall.
Figure 3 shows use ﬂow of Opengate. When a user wants
to connect to the Internet, the user only needs to launch Web
browser on his/her PC. Opengate catches HTTP access from
the users’ Web browser. The Opengate CGI returns an Web
page for user authentication. After user inputs his/her user-id
and password, Opengate CGI tries to authenticate the user
with the authentication server. During the process above,
Opengate gets IPv4 and IPv6 addresses of the user’s PC.
If the authentication successes, Opengate inserts allow rules
into the ﬁrewall for both IPv4 and IPv6 addresses. After
that, Internet access become enabled for the user. The Watch
process establishes and holds a TCP connection between
the Opengate server and user’s Web browser using Ajax or
JavaApplet. Opengate watches this TCP connection. When
the user closes his/her Web browser or LAN connection, the
watch process recognizes the end of the use. Then Opengate
removes the corresponding ﬁrewall rules. The Internet access
is turned to be disabled for the user.
Opengate records all information such as authenticated
user-id, ﬁrewall open and close time and so on into log ﬁles
using the syslog function. The administrator can track users’

usage history from this log ﬁles.
Opengate is running on FreeBSD with ipfw [7] and
Apache [8]. Opengate is distributed as open source software
on the Opengate’s Web [9].
III. O PENGATE WITH S HIBBOLETH
Shibboleth is a Single Sign-On mechanism for Web based
systems developed by MACE (Middleware Architecture
Committee for Education) of Internet2 [10]. Shibboleth has
two components: IdP (Identity Provider) and SP (Service
Povider). IdP provides user authentication function for SP.
SP provides services for users.
We have implemented Shibboleth functions into Opengate. We call shibbolized Opengate “SSO-Opengate”.
Figure 4 shows system conﬁguraton of SSO-Opengate.
SSO-Opengate works as SP of Shibboleth.
A user launches Web browser on his/her PC. This HTTP
request is diverted to Opengate. The directory containing
Opengate system is protected by Shibboleth. As the result,
the HTTP request is forwarded to the IdP. IdP shows the
authentication page (Figure 5). The user inputs his/her userid and password. After the authentication, Opengate shows
two pages. The one is authentication notiﬁcation page (Fig.
X), which contains user ID and time stamps of checking
the connection. The second is a university portal site. Opengate starts watching the use of the network. To close this
authentication notiﬁcation page, SSO-Opengate understands
the user ﬁnish to use network. SSO-Opengate closes the
ﬁrewall immediately.
After authentication with SSO-Opengate, users can use
SPs without requiring any additional authentication procedures.
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IV. O PENGATE ON VIRTUAL ENVIRONMENT
Recently, virtual machine technologies are growing
rapidly. Many operating systems are running on virtual
environment on a single physical machine. Each operating
system connected to virtual networks with virtual switches.
Physical networks and virtual networks are integrated.
We have been operating SSO-opengate on a virtual environment with virtual networks. We are using VMWare ESX
4.0 as the virtual environment in Saga University’s network
systems. Nine SSO-Opengates are running on one plysical
machine with Xeon E5540 2.53GHz (Quad Core) × 2 CPU,
20GB main memory, 2 ports of CNA (Converged Network
Adapter) and 2 ports of 10/100/1000BASE-T Ethernet. Figure 6 shows virtual machine status for SSO-opengate.
Even though SSO-Opengate is running on virtual machine, the performance of SSO-Opengate is entirely satis-
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Virtual networks can be expanded ﬂexibly with VLAN or
L2VPN technologies.
We propose “Opengate on Cloud” in Figure 7, which is a
cloud based user authentication system for mobile LAN for
any organizations.
The advantage of this style of the service is that any organizations need not to operate SSO-Opengate by themselves.
This style reduces cost for installation and operation. We
think this is good for small organizations. This style may
have the disadvantage of long turn around time if clients
use slow network connection.
VI. C ONCLUSION
In this paper, we described Opengate and its extension
with Shibboleth authentication. We also proposed cloud type
services with Opengate.
Among various access control systems of a captive portal
type, Opengate has advantages: simple user interface, easy
administration, ﬂexible authentication, quick disconnection
responding user’s ﬁnish of use, expandability, and so on. The
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expandability enables us to introduce IPv6 and Shibboleth
single-sign-on features into Opengate.
Currently, we operate Opengate gateways on a virtual
machine environment. Namely Opengate can be exported
as a cloud base service. The cloud-based Opengate provides
user authentication for organizations without having their
own Opengate systems. User organizations do not need
to pay their cost for installation and operation for user
authentication.
SSO-Opengate is ready to be SP in the GakuNin project
led by NII [11]. The cloud base SSO-Opengate must be
beneﬁt for joining GakuNin.
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