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Development and Smooth Installation of a Network

Authentication System with Detecting Usage
Termination by Watching HTTP Connection

MakoTo OTan, ! HirorFumr ETo,! KENZI WATANABE, 2
SHIN-1SHI TAADAKIT! and YOSHIAKI WATANABE!?

We have developed and distributed a network user authentication system
“Opengate”. It has been operated in Saga University. When an user accesses
from his/her terminal to any web site through the gateway, the system returns
the page for authentication instead. After the authentication, the system sends

Java Applet to the terminal and watches the usage. Therefore, on a terminal
without Java plug-in, usage termination is not detected immediately. We de-
veloped new Opengate which solves this problem by only standard functions
of HTTP without using plug-in etc. So, new Opengate can be used by various
web browsers. And, service of new Opengate was started at our university, and
verified that it operated in a large-scale network. The function of new Open-
gate was implemented by adding to the old Opengate. Old functions can be
called when a trouble happens in the new function. And, the interface is the
same as the old Opengate. So, the user can use the system without worrying
about the change. This paper describes development and management of the
new Opengate capable of detecting usage termination.

1. 0o0oano

gobooooboooooooooooobooooooOobooooooobooOobocOoooooboOoo
ooooooooooo0ooooooOoboobOooooDoDO pCcOOOOOODODODOOOO
0000 LANOOOOODOOODDOOO0OOO0oOo0ooOoooooooooooooo
goooooooooooooooboooboboboOoboOoooooboboooboooboobooOooo
ooboooobooooooooooon

gooooboooooobobooooooooboooooooooooooooDoooo
goooobooooooooboooboooooobooooooboobo0oooooooDoOnoo
gooooooobooooobooobobooooooooooooboooboobobooDbooon
pCOOO00OOO0OCOCOOOOOOODOOOOOOOOOOODOOODODODOOOOOOO
goooooooboooooooobobooooooobooboobooboboooooo
gooobooooooooboooooooboooobooooooooooooooooaa
oobooooboboooboboooooooooobooobooooooooa

gobooobooboobobo10boobooboodooobooboobooobooon
gbobooboooobooobodobooooooboooooobodbooooooooooboon
oodoobooobooooooboooboboooobooooooboooboooobooooon
0Y?Y000 LANODOOOOOOOOOOWEPO WPA-TKIPOOOOOOOOOOO

10000 0000DOO0O0oOO0D
Computer andNetworkCenterd Saga University
t2 0000 0000

Faculty of Science and Engineeringl] Saga University

© 2009 Information Society of Japan



2 0D0000000000O000OO0O0O0000000000004d

oo oboooooooooooooooooooooooo
0o0ooooooooooooooooood

0000000OWebOOOOOOOO Captive Portal 0000000000 O0ODOOO
0000000000000000%%0000 WebO0DOOOOOOOOOOOOOOO
ooooooopoooooooooo

000000 OOpengate 00000 WebOOOOOOODO Captive Portal 0000 O
000o0o0oDOooo00oooooo0oUooooooo0oooooooooooDooO
000009 ®000 Opengate 10000 WebO0OOOODOOOOOOOOOOOOO
000000000 pCOO0C0OO0OOO0OOOOCOCOODOOOOOODOOOOOOOO
O0O0O0O0OO0 LDAPO RADIUSOOO0O0OOOOOOOODOOOOOOOOOOO

000 Opengate 010 0000000000000 OOOODOOOO Java Applet 00O
00oooO0bOJavaO0OOOO0O0OO0ODODOOOOOODDOODOOOOOOOODODOODOO
0000000000000 oooooooHdHTTPOOODOODOOOOOOOOOOOO
00000000000 0000000OJava Applet 0000000000000 O Web
00000 Opengate 0000 HITPOODOODODOODOOODOOOOODO HTTP
00000000oooooooooooooooooooo0oooooogg

00000000 Opengate 000000000000 DOOOOpengate000000O0O0
00000000000 000o0o000o00oo0o00oo0oooo0ooooooogg
000000000000000000000000000000000000oOoOooo0
00000000000 Opengate 0000000000000 DOOOOOODOOODOOO
gooooooo

O0000DHTTPOOOOUOOOOODUOOOOODOD (OOODHTTPOOOOOOODO
O0)000 Opengate 000000 DOO0O0OOOOOOOOODOOOO

2. Opengate 000

2.1 0O a

Opengate 00000000000 OOO200100000000000000O00O000O
oo0O00o200500000IPv600OO0O0O OpengateDDDDDDDDDQ)DOpengate
0000000000000 00WebOOOOOOODDODOOOOODODOOODOOOOO
gobooooboooooooboooooboooooOoooboooobOboOooooobooOoo

Opengate 0000000000 100000000000CO 20000000000

000oooooog Vol 50 No.3 1-11 (Mar. 2009)

-1

&

ARELAN * SBEEF—
N) Op(-;ngate @
—
’Afa'ﬁfl ;E n EIO“'U'—/{
=
1Rk

01 Opengate 00000000
Fig.1 Sample configuration of Opengate system

=B
Web YHTRR T TR
IS4 )7 - Web [*lopengate AL — /N
LARVR | 0 el

= B —

Java Script
P forkl .
or =02 a4g4—n

Java Applet Keep
akyavi | BERIOER

| #im
FykT—4 .
77’5’7—*‘/?/ FA I7AT A= @
FAERR opengate

0 2 Opengate 000000000

Fig.2 Opengate software architecture

gobooobobooobooooooobooooobo 3o 40000

2.2 0O g

Opengate 0000000000000 ODOOOODOOOOOOOOOODOOOODOOO
ooooooobood

0000000000 0000000 WebOOOOOOOODODODODOOOpengate 00O
ooooOOOOO0O000000000000000000000000 WebOOOOOO
oooOooooOOOoooOoOO0OO0O00O0O0IbOoOOOOOO0OO0O00O0O0O0O0O0O00O0O0OO

© 2009 Information Society of Japan



3 OD0000000000000000000000000004d

@ B8] ) X) = J2F

% & |[f Opereatestat [ BA-LW - YO -

YD =R RERZE

[English version]

FyhI—OOFIREHZFIC, FIREIEORRET-TIS,
FIFFEROERICL. 2—HFBERT—FHRETT. BHDOI—FE P/ IRT—FHBYIBEE. REBHEETE 2
—AIBRTGSL,

TOASRCE, 2—HIDL) SAD—FEANLT, RAMEIRE ER TS,

2-1D:
JIRD—F

LUF (3, OMih S CRIA#E: TXL 5 S (CR- TREL TRV (HEEShEEA) .
MEETEARRASR: [ | HEEETRE: 1~605)). CORRMHBRTZET, RobD —FEHAT- OB ERTRML T ET, Bl
ETRTIADRENAT2E, Thid {#7%77)[,(%5%;&?71’%&73)’ EEV SR LVATICHAE D B3, eI —YICB R THIA R

Iz

TEFIRIEDBYE =S, R ob T —SEREHBISE.
R

(5 @ 1ok R0 -

03 ODoooooooo
Fig.3 Authentication interface

WebOODOO SSL(HTTPS) DUUOUOUDOODOUOD IDOODOODOODOSSLO
000000000 Opengate 000000 0Opengate 1000000000000 DOO
0000000000000 000000000000 IPO0ODOOOO0OOODODO0
0000000000

000 Opengate 1 0000000000000 O000O000 WebODOOODO Java Ap-
plet 00000000000 Opengate 100000000000 00DO0DOONJava
Applet 00000000000 DOOOTCPOOODODDODODOODOODOOOOD
0D000000D00000000 WebOOOOOODODOOOODOOOO OSO0O
OD0O0O0TCPOOOOODOOOODOOONODOD Opengate 01000000000
0D0000000D0000000000000
ODOHTTPOOODOOODODOOOODOODOO WebODOOOODOO WebOOD
000000000000 000000O0

Opengate D OFreeBSDO OO UOOOOOOO0OO0O0OOO ipfw/ip6ftwOWeb OO DO OO
Apache 0000000000000 O00D0O0COOOOOODOOOOOOO Opengate
000000000000 0%9 'Y oooo0ooon

000000000 Vol. 50 No.3 1-11 (Mar. 2009)

<
% ¢ [ga-[0B e orave  x [O opsnsteman =

AL - GYHO -

FobD—SEHRTEET,
FIBH TN T Web TIDHFEET LTS, FobD — SRR ToE BENCMYEShET .,
CONR—TEBBUYEILIIV T L. 2vhD—IhBI#EZhET,
Web®FIA (LI TFORZ EMLTRTSNBRIV A/ FIEFE->TIES,
Fol@, COR—IERMELTBVLT, JIT70T5 LT —FEFIRALTLIZS,

FobO—UFIRH] =& otani e 1601

iﬂ)ﬂiﬂ)‘f?ﬂ)?ﬁl EE D) | —hFRSAVID ST VR v D — Uh BIEEN AT B FD B MBS (3. ill}ﬁ P E )y LTINS T
HETUTRL, FFRIN -V RSB S (3 BREIRIN N —VET FEALTH TS

< omsmEnsLE ] @ (siot o -

04 0DO0OOOO
Fig.4 Web page displayed after authentication
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